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Version 7.5 LDAP Authentication

In addition to the built-in security and authentication system, infoRouter also provides support for
LDAP by integrating directly into the Active Directory system to authenticate infoRouter users.

For users to gain access into infoRouter, they must have user accounts identified in infoRouter.
Access to libraries, folders and documents are all subject to security. Such access is controlled by the
infoRouter security system.

By using LDAP authentication and synchronization tools provided, you can manage your user
accounts in one central location and the users managed in LDAP can automatically be communicated
to infoRouter.

To achieve this, you must install two modules.
LDAP Synchronization Service (runs as a Windows Service)

LDAP Authentication Web Service

Please refer to specific documentation on how to install and manage the Synchronization Service.

LDAP Authentication Web Service
You must install this web service on a server that is a part of the domain you are trying to
authenticate against.

This must be done for each LDAP server you wish to integrate into infoRouter.

infoRouter communicates with this service to authenticate LDAP users as they attempt to log in to
infoRouter.

The way to define the existence of such a service or services to infoRouter is to create a few entries
in the infoRouter Web Application Configuration (Web.config) file.

The following sample demonstrates how this is done.

Enter the following keys into the <appsettings> section of the web.config file.

<appSettings>

<add key="AUTHENTICATIONAUTHORITIES" value="ACME,XZY"/>
<add key="ACME" value="http://ACMEAUTHSRV/irauthenticationsrv.asmx"/>
<add key="XZY" value="http://XZYAUTHSRV/irauthenticationsrv.asmx"/>

</appSettings>
In the above sample, two NT Domains are defined (Acme and XYZ).

A separate key for each NT Domain server is required to identify the web service application that
performs the authentication service.
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In the above sample, when infoRouter needs to authenticate a user from the “ACME” domain
server, it will ask a server called ACMEAUTHSRY if the user credentials for the user match what was
entered by the user at the login screen.

Similarly, when a user from the “XYZ” domain attempts to log in to infoRouter, infoRouter will ask a
server called XYZAUTHSRYV to verify the user credentials.

This web service application was developed to support authentication from multiple domains. So if
you have multiple domains within the same organization but a single instance of infoRouter to
support all users, install this web service to as many domains as required.
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How to install the Authentication Web Service

Run the “IRLDAPAuthenticationWS_Setup.msi” on a server where you wish to install the service.

i'-e!:" InfoRouter LDAP Authentication Web Service

Welcome to the InfoRouter LDAP Authentication
Web Service Setup Wizard

The ingtaller will guide vou through the steps required toinstall InfoRouter LDAP Authentication ' eb
Service on your computer.

WARMIMG: This computer pragram is protected by copyright law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in severe civi
ar criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Cancel
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i'-e!:" InfoRouter, LDAP Authentication Wehb Service

Select Installation Address

Toinztall ta this web location, click "Mext". Toinstall to a different web location, enter it below.

Site:

The inztaller will inztall InfoR outer LOAP Authentication Web Service to the following web location.

| Default Web Site v| [ DiskCost.

Wirkual directony:
|IFI.-’-‘-.uthentiu:atiu::nSw

i'e!:" InfoRouter LDAP Authentication Web Servic

Confirm Installation

The inztaller iz ready to install InfoR outer LDAP Authentication *eb Service on pour computer.

Click "Mext" to start the ingtallation.
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i'—.:!:'* InfoRouter LDAP Authentication Web Service

Installing InfoRouter LDAP Authentication
Web Service

InfoRouter LOAP &uthentication “'eb Service is being installed.

Flease wait...

i';?"* InfoRouter, LDAP Authentication Wehb Service

Installation Complete

InfoRouter LDAR Authentication 'w'eb Service has been successfully inztalled.

Click "Cloze" to exit.

Fleaze uge Windows Update to check for any critical updates to the MET Framework.
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Once installed, open the file called “web.config” located under installation path with notepad.
Usually c:\inetpub\IRAuthenticationSrv

Edit the application setting section to make it look like the example below.

<appSettings>
<!—replace ACME with your domain name-->
<add key="DOMAINNAME" value="ACME"/>
</appSettings>

In this sample, ACME is the domain name from which users will be authenticated.

Once the change is made, the authentication service should start responding to authentication
requests made by infoRouter.

If for any reason your LDAP Authenticated users cannot be authenticated through infoRouter follow
the troubleshooting instructions below.
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Troubleshooting

Try navigating to infoRouter and logging in with an LDAP user id and password.

Make sure that this user has been marked as LDAP Authenticated in infoRouter. In this case the
authentication type should read “ACME” in the user properties screen.

If this user cannot be authenticated, there could be two possible reasons.

Possible Reason 1:

The LDAP authentication service has not been configured correctly.

To test this, try the following:

Launch a browser window and type the URL of the infoRouter Authentication Web Service you just
installed.

The URL should be something like this:
http://<servername>/<irauthenticationserviceVirtualDir>/irAuthenticationSrv.asmx

<servername> is the name of the server where the service was installed
<irauthenticationserviceVirtualDir> is the virtual directory to which you installed the service.

You should see a screen like this.

2 irAuthenticationSrv Web Service - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

A =
(\'_l - n_l> - @ S L1 http:ffiscsey: 7afivauthenticationsry . asmx x| [ ' Y
(&) Disabler &4 Cookies~ |- €35+ -] Farms~ (%] Images~ @ Information~ () Miscellaneaus~ o Cutline~ L,: Resize~ __"" Taols™ {-zl Views Source~ -~ OptionsT X 0 ©

irAuthenticationSrv r

The fallowing operations are supported, For a formal definition, please review the Service Description.

¢ puthenticateUser

This web service is using http: / ftempuri.orgf as its default namespace.
Recommendation: Change the default namespace before the XML Web service is made public.

Each ®ML web service needs a unique namespace in order for client applications to distinguish it from other services on the web, hitp:/fternpuri.org/ is available
for ¥ML Web services that are under development, but published XML Web services should use a mare permanent namespace.

rour XML web service should be identified by a namespace that you control, For example, you can use your company's Internet domain narme as part of the
narmespace. Although many XML Web service namespaces look like URLs, they need not point to actual resources on the Web, (XML Web service namespaces
are [IRTE

< >

Done

Click on the “AuthenticateUser” link

Enter the User Name and Password of the LDAP Authenticated user and click “Invoke”
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%3 irAuthenticationSrv Web Service - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

<3 - - @ & ||_| http: [ fiscsry: 76/irauthenticationsry . asmxfop=~Authenticatelser |‘| [}'] "| |*\]
(&) Disabler £ Cookies~ |1 €55~ ] Farms~ (%] Images~ @ Information~ () Miscellaneous~ o Cutline~ ',: Resize~ j:’ Taools~ @ Yiew Source= -~ Options= b 4

irAuthenticationSrv I

Click here for a complete list of operations,

AuthenticateUser

Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Farameter ‘alue

Userkame: |administrator |

Password: |myntpassword| |
Invoke

SOAP 1.1 >
< >
Daone

The service may respond two ways:

Both are OK.

©) Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

- - @ ﬁ | L http:ffiscsr: 7afirauthenticationsry . asmixfAuthenticatelser | hd ‘ [}“] "| | + ]
@ Disable~ & Cookies [ €55+ (] Farms+ |2 Images~ @ Informationv ) Miscellaneous~ " Qutline= ,,: Resize~ jb Tools+ @ Wiew SourceT -~ Options™ « @ @
|| irduthenticationSry Web Service || http:/ fiscsrv:76...uthenticateUser |3 ~

This XL file does not appear to have any style information associated with it The document tree 12 shown below.

<Response success="FALIE" ervor="Error authenticating user. Logon falure: unbnown user name or bad password. "=

Done

If the server indicates that the user is unknown or bad password, this means that the service is
running ok. Try typing in the user id and password again making sure to enter them both correctly.
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©) Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

= = @ ﬁ | L http:ffiscsr: 7afirauthenticationsry . asmixfAuthenticatelser | b ‘ I}‘] -'| | +, ]
() Disabler £ Cookies (] c55+ -] Forms= (9] Images= @ Information~ () Miscellaneous™ o Outline™ ,,: Resize™ .+ Tools~ %ZI View Source™ -~ Options™ v © ©
|| irduthenticationSry Web Service || http:/ fiscsrv:76...uthenticateUser |3 ~

This XL file does not appear to have any style information associated with it The document tree 12 shown below.

<HResponse success="TETE" ervor=""/>

Done

If the server indicates “TRUE” for the success parameter and nothing for the Error parameter then
the user can be authenticated correctly using this server.

In any case, if you get one of the above responses from this service, this will mean that the service
has been configured correctly.

If you can authenticate a user id and password correctly using this screen but cannot authenticate
from infoRouter, try looking into possible reason 2.

Possible Reason 2:

This is the case where the infoRouter server has not been properly configured to call the correct
authentication service.

To check this, navigate to the web.config file located in the c:\inforouter\site directory. Remember
to do this on the infoRouter web server.

Edit the web.config file with the Notepad application

You should see a section in the <appsettings> section such as the following:

<appSettings>
<add key="AUTHENTICATIONAUTHORITIES" value="ACME,XZY"/>
<add key="ACME" value="http://ACMEAUTHSRV/irauthenticationsrv.asmx"/>
<add key="XZY" value="http://XZYAUTHSRV/irauthenticationsrv.asmx"/>

</appSettings>

Make sure that the URLs are typed in correctly.
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