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Introduction:

Use ths document to troubleshoot common issues related to email and SMTP.

During theinfoRoutersetup process you are prompted to make choices regarding which SMTP server to
use and information related to the selected SMTP server. This information is then si@aed

configuration file called web.config.

If you did notchooseto enter this information during the setup/installation of infoRouter if this
information has changegou must manually make these changes.

Theweb.confiF At S A& &a02NBR dzyRSNJ 4GKS akAyF2w2dziSNkaaAdsSe
such as Notepad.exe.

Remember, when this file is edited infoRouter will restart so try not to edit this file during the normal
operation hours.

A separate documergxplaining each entry in the web.config file can be found here:

infoRouter Web Config Settings

Email specific settings are also covered in this document.
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http://www.inforouter.com/Downloads/V80/Web-Config-Settings.pdf

SETTINGS

Settings inthe Web.confidfile <appsettings> section

System Email Address

The email address specified here will be used to send out infoRouter notifications.

This does not have to be a valid (existingha&il account. It is simply a label that will appear in the

GCNRYE¢ aSO0GA2Yy 2172 AYDIANE yRT ASFAR I AARSHYARD (12 dza S GKS
send emails out to third parties their POghgers may perform reverse DNS lookups and decide that the

email is junk. So the best practice is to create a valid account that is verifiable by other POP servers.

Sample:
<add key="SystemEmailAddress" value=" no_reply @acme.com” />

SMTP SERVER CONNECGIN PARAMETERS

The following settings are used to connect to an SMTP Server to send out infoRouter notification emails.

<add key="smtpserver" value="smtp.acme.com" />

<add key="smtpserverport" value="25" />

<add key="smtpconnectiontimeout" value="10" /> value is in seconds

<add key="smtpsendusername" value="infoRouter" />

<add key="smtpsendpassword" value="xyza384" />

<add key="smtpSSL" value="true" /> W{SG GlItdsS (G2 GiNHzS¢ F2N aSOdzNB {
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Where do infoRouter e -mails go? How do | know if infoR outer e -mails are
being generated?

When an email is generate®A I G KS Ga{ SyR ¢2¢ 2NJ Iye& 20KSNJ y2
created and placed in a special location on the file system. The location by default is a subfolder
called EMAILROQihder the application install directory {@iforouter by default).

All pending emails are then processed by a special service. This special service is triggered by a
background service called IRMaintenanere on thisservicdater in this document.

The image below demonstrates how a folder was created for an email account called
infoRouter@acme.com

The actual enail will be placedintoasdb2 f RSNJ OF f t SR (KS G5NRL) 2E¢d 2 KS
the infoRouter email serviget will be passed over to the SMTP server defined in the web.config file. If
successful, the email will be removed from this folder (DropBox), otherwise the email will be moved

dzy RSNJ (1 KS agdd&SLIGA 2y &8¢ &dzo

8 eMailroot

J Eile Edit Yiew Favorites Tools  Help

JaBack 3 g | ) Search |[[';‘-FOIders | & [ X ) | H

J Address I_.'r C:InfoRouterieMailR oot

Folders x

@ Desktop
h:i My Documents
=] _J My Comnputer
[=] = active ()
I cart
[ Config.Msi
|3 convert
|2 desktop
|2 Dacurnents and Sethings
| Dwivers —
|3 HP Universal Prink Driver v5.0,3 For Windows x64 - PCL 5
|33 HP Universal Prink Driver v5.0,3 For Windows x64 - PostScrip
|2 Inetpub
=l ) InfoRauter
) Add-ins
|5 Backup
|5 Catalog
|) Cateqoties
|2 Canfig
[= |2 eMailR.oot
= ) infoRouter@acme. com
|5) DropBiox
|5) Exceptions
) EmailTemplates
() Gadgets
[5) IRMaintenance
) IRMessanes
) Logs
1) meysql
() MotificationCue
|5 Portals
|2) ProgramSetups
[ SearchPages Page |4
0 site

|5 Temp -
« _ ) I _>|_I

|1 objects {Disk free space: 8,97 GE)
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mailto:infoRouter@acme.com

In addition to thetwo subfolders created under the email account folder, you will also see a profile.ini
file that contains information replicated from the web.config file. The profile.ini file must NOT be edited.
If this information is incorrect, the changes must be madthe web.config file.

The image below demonstrates the kind of information stored in the profile.ini file.

P profile.ini - Notepad o [m]

File Edit Format Miew Help

PR —— MOTICE ——————————————m—m— e =]
i This ds an auto_generated file by inforouter.

; Please DON'T delete or change this file.

; IT wou would Tike to change the parameters below, please update from web.config

]

[Mailrrofile]
smtpFromaddress=inforouter@acme. com
smtpserver=smtp. acme. com
smtpssi=false
smtpsendusername=inforouter@acme. com
smtpsendpassword=acmeemailpassword
SMtpserverport=25
smtpconnectiontimeout=20

Kl 2

E-mails to be sent out are pooled under a series of folders named uniquely as indicated by the image
below. Each uniguely named folder contains a single email to be sent out. The email to be sent out is
stored in a file called mail.xml. If the email congiany attachments, these are stored as additional files
GKFEG 68S3aAYy 6AGK (GKS al Giodég LINBTAEOD

Foldets > || Name | Size | Type Diate M
;I 1= mail xml SKE XML Document 2010-£
; 83KE Adobe Acrobat Doc...  2009-C

= [ inforouter@acrne.com
= ) DropBox
|2 000da793-a362-41 ac-a86 3-5640 3042 Fesc
|2 01a20cf5-1a89-4db5-9ec?-d39df 74doarss
|2 1cdeSFda-241e-4F19-5560-43F 423646305
|2 12a637c9-258F-4065-bd0d-e 3837 7ele0f 4
) 2e21b234-e543-4bb2-b12c-d08bele 2fEce
|2 5c774a10-atae-4167-95b7-c59274bdEF1 3
) 8f5298d0-aa39-452d-34dc-e34boa6e41c0
|2 51a4b4dz-F311-4F49-9574-9299697bF 242
|2 70a029fe-cd7e-4785-8d3b-2F0960456874
| 97cc4d3d-34e6-400d-55d9-ebba?f45Fa0s
|2 704d754d-1607-4604-8212-29257FF0c48d
|2 6945dece-3f5e-48eb-8bA5-a300abf 493d1
|2 81309d53-9615-4f99-99a1 -fel 1b413b2aG
|2 571558ef-3f0a-4 749-b0f0-53668004f ofb
|2 a5190630-e00F-41 25-ac03-98c 276695418
|2 bO77E2a6-0ddz2-4156-9a53-d44050023d2 1
|2 d37c3eld-72ea-4225-919c-cd1 e66599052
) dd9d7146-d74a-44ee-ach7-a5b91b2Eec24
) £99d41c3-dde5-4c94-b4b6-d37E028FI596
|2) ea%ffcbe-b47b-4092-956b-18a430679199
|[2) eefdSdfa-7321-416d-8b932-cc57 7 c4b T dec
) F7eebl150-ef32-469d-58b4-45d54dbbeeds
|5) Exceptions

The email service is triggered by the IRMaintenance Service. This service checks the DropBox folder to
see if there are emails to be sent. The pendingailsare sent to the related target-mail addresses by
using the SMTP information provided by the web.config file.
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If the dIRMaintenancéservice is not running-mail services as well as other critical tasks such as
garbage collectioandsession managemeannot be performed. Please check to see that this service
iS running.

If the service appears to be running but the emails are still infihepBox folder, more than likely the
IRMaintenance service is pointing to the wrong location.

If the IRMaintenance service does not appear to be installed, then you must insdadetiviceMore on
this in thedCommon SMTP Issuesection.

Note:

infoRouter verion 7.5followed a different path in processing emails. When the conditions to send an
email were met, the email would be generated and passed on to the SMV& $ebe sent out
immediately. If an error occurred, the email would essentially be lost and no record of it would exist on
the infoRouter side.

Version 8 handles such cases by placing the email in a local directory. Emails that cannot be sent are
movedto the Exceptions folder allowing infoRouter the administrator to troubleshoot the problem from
within infoRouter.

The screenshot below demonstrates how one such failed email is logged.

W=

File Edit Formak Yiew Help

Cannot compose email message.l =]
——————— Detafls —————mmm—————

IRBase. IRException: Cannot compose email message.l -——>

IRBase. IRException: Cannot compose email message.2 --——>

Easendmatil. smtpserverException: 535 5.7.3 authentication unsuccesstul.

at Easendmail.smtpllient.$3(string 5t, string 5t

at EAasendmail.smtpclient. SpCsmtpserver 5t, Boolean 5t

at Easendmail.smtpllient.Connect{smtpServer server)

at Easendmail.smtpclient.sendmailsmtpserver server, sSmtpMail maill

at IREmailagent.mailer.ComposeEmail(string Fromaddress, string
mESSaEEtD, String Messagesubiject, string bodytext, string[]
attachmentpatharray, Boolean IsBodyHtml) in
atwersionB0hIREmat lagentimailer.cs:1ine 181

-—— End of inner exception stack trace —---

at IREmailagent.mailer.ComposeEmail(string Fromaddress, String
mESSaEEtD, String Messagesubiject, String bodytext, sString[]
attachmentpatharray, Boolean IsBodyHTmT) in
Hihwwersiond0hIREmatlagentiymailer. csiline 194

at IREmailagent.mailer.ComposeEmailUsingCab{string fromaddress, string
mai1cabAddress§ in x:wwersion80hIREmailagentymailer.cs:1ine 1164

-—— End of dinner exception stack trace —--

at IREmailagent.mailer.ComposeEmailUsingCab(string fromaddress, string
mai1cabAddressg in ®owWersionSohIREmailagentymailer.cs:1ine 122

at IREmaiWAgent.maiWErAgent.SEndMaiWSEString profilename]) dn
i hwwersions0hIREmailagentymaileragent. cs:1ine A5
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If the errors are occurring due to problems in authenticatiomeday, changes must be done to fix these
issues. All emails in the exceptions folder can then be manually moved to the Drop Box folder-to be re
processed.

Common SMTPIssues:

1.

If you are using an SMTP server hosted by an ISP, you may not have thedeguess to make
changes. By default, the port to be used is 25, however, most ISPs are switching to other ports.
Find out from your ISP what these configuration values are so you can make the required
changes in the web.config file.

If you are using bocal/internal SMTP serveor localsoftware such aMS Exhange contact
your administrator to make sure you are using the correct email account information.

If you do not wish to use an email account provide by your ISP or do not wish to use a local MS
Exchange account, you may setup an SMTP server on a machine you control locally. Please
consult the related documentation on how you can setup or create an SMTP server.

Please visilttp://www.inforouter .com/support.asgor more information.

If the IRMaintenance service is running but all the emails are still in the drop box folder.
Edit the irmaintenance.config file located in the infoRouter application folder under -fobdsr
called IRMAINTENANCHe Trmaintenance.config file contains a web service URL.

Take the entire URL and paste it into a browser and see if the service page appears correctly.
If you have trouble displaying the page, then there is something wrong with the URL and the
IRMaintenace service is having trouble reachihg infoRouter web service URL using this URL.

If you implemented SSL security, the IRMaintenance.config URL must be updated so that it
points to the correchttps URL.
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5.

If the IRMaintenance service does not appear to be installed, then you must insdasketivice

To install

this service, perform the following:

Navigate to the folder called IRMaintenance in thioRouterapplication directory

1
1 Edit the file called IRMaintenance.config using Notepad.exe
1

Enter the appropriate web service URL in the config file.

-

mj IRMaintenance.config - Notepad

EEEETS)

File Edit Format Wiew Help

<?xm] version="1.0" encoding="utf-8"7>
<irMaintenances
zwebserviceurl>
http://<server_name=,/InfoRouter/srv. asmx
=/ webserviceurls
<beatperiods>
3
</beatperiod>
=</irMaintenances

L

A

Make sure that thenfoRouterweb service URL is correct. B® sure, type this value

into a browser and make sure that you get infoRouterweb service page.

Using the command line tophavigate to the same file system path.

1
1 Type inthe following command

0 Irmaintenanceexeci

9 This will install the IRMaintenance service

Once this service is installathe emailsshould be processed.
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Email and SMTP Configuration settings:
Login to infoRouter as th8ysadmirand navjate to the infoRouter control panel.

infoRouter Demo Portal Cearch: ‘ @,
This is derno portal
Home: Document Library iZabegories Search System Administrator Iy Tasks Control Panel Help Logout Iy Profile

Control Panel

Manage Users
Click here bo manage infoRouter user

- accounts, Here you can create new
infoRouter accounts, editfdelete existing
accounts and import User accounts, more.

Global User Groups f Libraries

Click here to manage Global User Groups. I‘ Click here ta manage infoRouter Libraries.
Here you can create snd manage Global Here you can create isolated work areas for
User Groups which allaw you ta easily " your employess, customers and

manage library access and security, more. . partners, mare. .

Portals -1“ MIME Types iZuskom Properties
AR ik here bo manage infoRtouter Porkals, Click here to manage MIME Types, MIME lick here to manage Custom Property Sets,
= Portals are customized entry points into [ Types allow infoRouter and your browser to Custom Property Sets are customizable sets

— | infoRouter, Here you can create warious
porkals for employees, customers and
partrners. more..

correctly identify document Formats during

of information that can be defined and
~— " dowrloads, more..

attached to folders, documents and users,
These sets of information are used to further define the
document, Folder or user, more..

Warehouse Status License Manager L) \

Click here ta enterfedit your infoRouter
License Key.

System Recycle Bin

Click here to manage the System Recycls
Bin. Here you can search For and restore
deleted documents, more. .

Click here ko view vital statistics about your
disk space usage and how your documents
are spread out over the drives in the
infoRouter Document Warehouse, more. .

\‘3 izeneral Application Settings
| Please dick here to manage the General
E Application Settings,

Flush Application Cache and Settings

Click here ta flush application settings and
g roched ikems,

-

Authentication and Password Policy Email and Motification Settings
Settings '@‘ Please click here to manage the Email and

Please click here to manage the | Motification Settings.

Authentication and Password Policy
Settings.,

Search and Category administrators

Click here ta createjedit Saved
SearchfCateqgary Administrators. more..

anline Samples

Click here to download sample templates,
portals, documents and cuskom properties
From the infoRouter suppart site.

Click on the Email and Natification Settings link to display the following window.

infoRouter Demo Portal
This is demo portal

=%

Control Panel Help Logout Py |

Search: |

Home Document: Library Cateqories Search Syskem Administrakor My Tasks

Help Back
Email and Notification Settings

-

STMP Server Settings - [WEB.CONFIG]

SMTR Server Mame @ smbp,acrme,com
SMTP Server Port: 25
SMTP Connection Timeout : 20
SMTP User Mame @ inforouter@acme. com

Swstem Email Address @ inforouter@acme. com
Subscription Settings
Enable Email Motifications : v

Allaw Email Attachments @ [

Attachment Size Limit (KE) : ID

Send to Settings

Enable "Send To" feature :

Enable Attachments :

Outlook Integration

Allowy Partial Email Uploads

7

v
v

r

Save Cancel |

=
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This window allows you to control how email functions work. Notice that the first section of the

windows refers to information that can only be modified by editing the web.config file.

The window below demonstrates how users can specify their own enedénences.

?) User Profile - System Administrator - Mozilla Firefox =101l
I |j |http:,l’,l’gonzales:SSIUserProperties.aspx?userid=4 ﬁ
Help Close
User Profile - System Administrator
General ;I
User Mame:  sysadmin g
E——— Firsk Mame:  Syskemn
Last Mame:  Administrator
e User Status: Enabled
Authentication Twpe:  INFOROUTER
Password: bbb
%ettings and Preferences
Language Freference:  English
Diefault Porkal:
Email:  uthuc@inforouter,com
Motification Tvpe:  Instant
Email Type: HTML
Attach Documents ko Email: YES
Task Redirection
Redirect Tasks To: =

Custom Properties

Start Fram:

End Oni:

Mews:

Done

&LI‘_
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¢tKS ab2GATFTAOIGAZY ¢@1LJS¢ O2Y0602 o02E |ft2ga dzaSNm G2
infoRouter. The choices aMone,Instant andDaily Reports

The user can also specify the format of the emails they prefezdeive HTMLor Text)

¥’} settings and Preferences - System Administrator - Mozilla Firefox 10| =|

L il |

I I_] |http:,l'll'gonzales:SSIUserPreFerences.aspx?LIserID=4&RequestType=F0rm )

Help Back Close
Settings and Preferences - System Administrator

-

Language Preference : IEninsh ;I

Default Portal : I

Ernail : Isysadmin@infuruuter.com

Mokification Twpe : |Instant ;I
Email Twpe IHTML ;I

Attach Documents to Emaill ;W

4 o

Ok Cancel I

| Done v

If the system settings allow it, user can check or uncheck the attachment option. If this checkbox is not
checked, users will receive a link to the document instead of the document attachment.

The system administrator should considis-allowing email attachments. This might be a good idea in
slow or crowded netwprks and help save bandwidth.

tKAa Oly 06S R2yS Ay (KS a9YFAf FYR b20AFTAOFIGARZY A
Specifying an attachment size limit is also oadjisiea in cases where documents can be quite large.

Note: When the document attachment size limit is exceede a link to the document is supplied instead of
the document attachment.
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Email Templates
InfoRouteruses email templates when sending emails. These templates can be found under the

following pathad OrforoutenS Y A f G SYLX I 1S&¢

Notice that these email templates are grouped according to the available language settings.

CENE———— =101 x|
J File Edit iew Fawvorites Tools Help | f','
| @Back - ) - (¥ | O search ([ Folders | [ b X €| -

Jnc_ldress I_;' CiiInfoRouteriEmaiTemplatesien j &0
Folders = Mame = Size I Type I -
) desktop :I ABOUTTOERPIRE bkl & KE  Firefox Document

|Z2) Documents and Settings E| ABOUTTCERPIRE. txt 2KE  Text Document
[ Drivers I 3KE  Firefox Document
|C2) HP Universal Prink Driver ¥5.0.3 For Wi : : 2ZKE  Text Document
[Z2) HP Universal Prink Driver +5.0,5 For wine OM_APPROYE. hitml 4 KB Firefox Docurnent
|0 Inetpub = E] OMN_APPROVE, ExE 3KEB Text Document
= ) InfoRouter Of_CHARGE . Rkl 9KE Firefox Document
= add-ins E] OM_CHARGE, ExE 4 KB Text Document
I Backup OMN_CHECKIM, html 7KEB  Firefox Document
() Catalog E’] OM_CHECKIN, ExE 3EE  Text Document
) Categaries OM_CHECKOUT. bl &KE Firefox Document
[ Config r;] OM_CHECKOUT. Ext 3 KB Text Docurment
) eMaiRoat ON_COMMENT. bl 9KB  Firefox Document
E () EmailTemplates ré_o] O_COMMENT . Exk 4 KE Text Document
3 de ON_DELETE  htmi &KB Firefox Document
) en E’] OM_DELETE. Ext 3KE  Text Document
) es OM_MOVE. bkl 4 KB Firefox Document
[ Fr r;] QM _MOYE, Exk 3 KB Text Docurment
Cnl ON_MEWDOC. bl BKB Firefox Document
) Gadgets E] OM_MEWDO Exk 4 KB Text Document e
[ IRMaintenance Onh_READ. html GKE Firefox Document
) IRMessages r;j OM_READ. bxt 3KE  Text Document
L3 Logs OM_REJECT.html 3KE Firefox Document
[ mysql E] OM_REJECT . k=t 3KE Text Docurment
[ MotificationQue OM_TASKCOMPLETED. html 4 KB Firefox Document
[ Partals I'%:] OMN_TASKCZOMPLETED. ExE 2KB Text Document
[ Pragramsetups OM_TASKDROPPED. html & KB Firefox Document
[C3) SearchPages réj OM_TASKDROPPED  Exk 2 KB Text Document
) site ON_TASKESCALATED html & KE Firefox Document
[ Temp réj OM_TASKESCALATED Ext 2 KB Text Docurment
[ UserProfiles - OM_TASKMOTIFICATION. html 7EE Firefox Document =
|49 objects (Lisk free space; 8,95 GE) |2I38 KE | J Iy Computer v

Note:
Do not edit these templates as they will be replaced with their originals when Live Update is run.

If you would like to edit these templates of to personalize them to fit your needs, please create a copy
and rename the template with thé O dza (pefix® &
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Example: Theéx h b ¢ w 9 !efall telpilate can be personalized by creating a copy and renaming the
copy axt Odz& (i 2 Y ® h b. Phe persénaliiell dopy must be left in the same directory as the original
template.

Email Logs
infoRouteremail logs arekept y I F2f RSNJ Ol t f SR ab2GAFAOFIGA2yaté
application directory. Each email is logged in a separate log that is kept daily.

=
J File  Edit ‘jew Favorites Tools  Help | -;,'

J @ Back -~ ) - I" | ,':' Search | = Folders | 'n\h 3 X K} | "

J.ﬁ.gdress IE] C:\InFoR outerLogsiNotifications j &0

| Size | Type | Date Modified
KB Text Docurment 2010-April-15 07:05
4 kE Text Dacument 2010-April-16 06:43

Folders

I3 Inetpub
E 3 InfoRouter
|5 Add-ins
IC2) Backup
|5 Catalog -
E Categaories
=) Config
[C2) eMailraot
|C5) EmailTemplates
IC5) Gadgets
[El IRMaintenance
E IRMessages
El I3 Logs
IC5) Delete
I25) error
I3 info
53 logins
|2 Motifications
|5 PolicyUpdates
[El ersianConyersian
53 msgl
[C3) MatificationQue
|53 Partals
[C3) ProgramSetups
|C5) SearchPages
[C3) site

[ﬁTemp _ILI
.| | [ ][l | i
4

|2 objects selected 11.4 KB | :J Iy Compuker
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The image below demonstrates that each line in the log file denotes an email sent by infoRouter on that
day.

Once the email is passed on to the SMTP server to be mailed, infoRouter can no longer keep track.
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